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Packt Publishing Limited, United Kingdom, 2015. Paperback. Book Condition: New. 235 x 190 mm. Language: English . Brand New Book ***** Print
on Demand *****.Master the fundamentals of malware analysis for the Windows platform and enhance your anti-malware skill set About This Book *
Set the baseline towards performing malware analysis on the Windows platform and how to use the tools required to deal with malware *
Understand how to decipher x86 assembly code from source code inside your favourite development environment * A step-by-step based guide
that reveals malware analysis from an industry insider and demystifies the process Who This Book Is For This book is best for someone who has
prior experience with reverse engineering Windows executables and wants to specialize in malware analysis. The book presents the malware
analysis thought process using a show-and-tell approach, and the examples included will give any analyst confidence in how to approach this task
on their own the next time around. What You Will Learn * Use the positional number system for clear conception of Boolean algebra, that applies to
malware research purposes * Get introduced to static and dynamic analysis methodologies and build your own malware lab * Analyse destructive
malware samples from the real world (ITW) from fingerprinting and static/dynamic analysis to the final debrief * Understand diHerent modes of
linking and how to compile your own libraries from assembly code and integrate the codein your final program * Get to know about the various
emulators, debuggers and their features, and sandboxes and set them up eHectively depending on the required scenario * Deal with other malware
vectors such as pdf and MS-OHice based malware as well as scripts and shellcode In Detail Windows OS is the most used operating system in the
world and hence is targeted by...
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