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Createspace Independent Publishing Platform, United States, 2014. Paperback. Condition: New. Language: English . Brand New Book ***** Print on
Demand *****The cyber domain has changed the way individuals, private industry, and countries do business. This reliance on cyber has also
added another dimension in the interrelations between these parties especially when undesirable or hostile circumstances are detected. The
relationship between sovereign states can be tested by many aspects including when a state is threatened by an adverse action. These actions are
not limited to the traditional economic or physical attacks, but now also to an attack in the cyber domain. Government, military, and legal experts
have been extensively studying the effects and legalities of cyber activities on international relations. When provoked in a cyber attack in a
peacetime environment, it can be argued that states are unlikely to retaliate unless the damage caused by these attacks pose a risk to the survival
of the state. The reasons, in conception, may be easily simplified. But in reality, they are complicated technical problems with real political and
international implications. First, cyber attack attribution is too difficult. Second, the current international legal standards make it difficult to
categorize a cyber attack as a true act of war justifying an armed response. Lastly, state sponsored cyber attacks are either rare, covert, or
clandestinely executed, so the majority of the attributed attacks will likely be found as executed by non-state actors. This makes retaliation more
problematic. A sovereign state has little or no retaliation recourse against a cyber attack in the current international environment. The current
international laws and norms have not caught up to the rapidly changing technology that is available both to common citizens and nation states.
The international community needs to come together and provide a framework to formulate cyber standards in...
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